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Overview

* FPGAs are powerful, but expensive -> virtualization
* Virtualization exposes a side-channel through shared power distribution
* Leverage this to determine aspects of co-located computation

Type of computation? Implementation?
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Voltage Fluctuation Sensor

Dual-Edge Time-To-Digial Circuit

Delay Line Elements

Launch Clock Pulse R
. Generator | m T V T e
Programmable P FSample
Clock Phase Shift (6)
G t : -4 e D Q Capture Registers ° Q

enerator : A —‘ A A ~‘ A

Capture Clock | |

Output[0] Output[1] Output[2] Output[63]

1
Capture Register Outputs
[ Positive Transition 0: 1111 1111 1111 1111 1111 1111 1111 1111 1111 1100 _0000_0000_0000_0000_0000_0000
Negative Transition 0: 0000 0000_0000_0000_ 0000 1111 1111 1111 1111 1111 1111 1111 1111 1111 1111 1111
Positive Transition 1: 1111 1111 1111 1111 1111 1111 1111 1111 1111 0000_0000_0000 0000 0000 0000 0000
LNegative Transition 1: 0000_0000_0000_0000_0000 0011 1111 1111 1111 1111 1111 1111 1111 1111 1111 1111

Output Sequence ~




Three-Stage Classification Pipeline

TDC Sensor
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Co-Located Applications

* Baseline
* Power Wasters
* Cryptographic Cores (AES, PRESENT)
1) Custom IP AES
2) Orca
3) PicoRV
4) Microblaze



(1) Pre-Process

2D Power Trace Containing 4 Samples
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(2 Image Encoding: STFT

Orca AES

le7
Fourier transforms over windows of signal
Produce an image that encodes the

frequency domain of the signal at a given
time
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@ Classification: ResNet50

e Convolutional Neural Network
* |Images — Labels (baseline, power wasters, AES, PRESENT, Orca,...)
* Trained on labeled STFT images from the 9 classes

 Tested on reserved set of STFTs from the 9 classes



Classification Accuracy

ResNet50 9-Way Classification Accuracy
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Confusion

Strong classification between

base, AES, PW, Orca, PicoRV, MicroBlaze

Misclassification between applications on
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Conclusions

 Remote attacker can upload TDC and collect sensor readings
which reflect other user’s activity in multi-tenant environment

* Proposed three-stage classification for identifying remote
computation

* Ability to classify computation is necessary precursor to
existing power distribution and side-channel attacks



